Singtel

Cyber scam

protection:

Safeguarding your

business
against today's

threats

B

E-commerce
scams

are scams in
which an
attacker
mimics
e-commerce
platforms or
sellers.

Reported cases:

7,250

Amount lost:

SGD 8.6M?

Singapore’s most common

scam tactics'

Scam victims in Singapore lost $385.6M in the first half of

2024 in the first half of 2024. This amounts to 26,587
cases, a 16.34% jump from last year.?

Job
Scams

offer victims
easy jobs via
messaging
apps in
exchange for
money.

Reported cases:

5,717

Amount lost:

SGD 86M?
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Phishing
Scams

tricks people
into revealing
personal
information
through
emails or
texts.

Reported cases:

3,447

Amount lost:

SGD 13.3M?

Investment
Scams

entice victims
through
schemes that
promise high
yields for
investments.

Reported cases:

3,330

Amount lost:

SGD 133.4M?
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Fake
Friend Call
Scams

take the
identity of a
friend to ask
for financial
assistance.

Reported cases:

2,368

Amount lost:

SGD 8.1M?2

The changing faces of scams
for businesses

As enterprises advance in their digitalisation journey, staying
vigilant and ahead of evolving cyber threats is crucial.

Malware

® Any software designed to disrupt,
.2 damage, or gain unauthorised access

Deepfakes o to a device, network, or system.
o

A report from Sept. 2024 reveals 9
malware cases within half a month
totalled $223,000 in losses.*

e These leverage
generative artificial
intelligence to
synthesise and
manipulate a real
person's voice and
likeness.

Fake Websites aoo
® These are designed to imitate the | @

appearance of a legitimate website
to trick users into providing sensitive
information or to steal money.

o Deepfakes were
received by more than
100 Singapore public
servants as extortion
notes in 2024.3

e Over 100 websites have been made to
impersonate famous brands in Singapore.®
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Hackers vs. m Psychological
Scammers Tactics é,%\
e Black hat hackers commit cyber
crime for financial gain, corporate
espionage, or data breaches.®

e These exploit victims' emotions
to steal information or money.

® Fake friend calls and Internet
love scams make up two of the
top 10 scams in Singapore.?

e Scammers use deception and
social engineering to steal money
or sensitive information.

Protection as a shared
responsibility

Under Singapore’s Shared Responsibility Framework,
protection is a collective duty shared by financial institutions,
telecommunication providers and users.

Financial Consumers
institutions
Telecommunications Understand and
Identify, assess, and providers mitigate security risks in

manage security risks to
safeguard sensitive
customer data, ensure
compliance, and protect
against financial fraud
and cyber threats.

their digital interactions,
protect personal data
and ensure secure
access to financial and
communication services.

Address security risks
related to network
infrastructure, service
continuity, and data
privacy, ensuring
reliable and secure
communication
channels for customers.

Singtel empowers
enterprises with robust
cyber defence against

evolving threats

Singtel’s cyber security suite of
solutions enable enterprises to proactively
identify, protect, detect, and respond to
sophisticated threats.

Learn more

Building cyber resilience for
enterprises and individuals.

Singtel Cyber Security Institute (CSI) takes a multidisciplinary approach
to equip employees with the skills to detect and combat scams, helping
enterprises foster a stronger cyber security culture.

Shared Responsibiliy
Framework

Educate staff on the
SRF, their roles versus
scams, and the
collective responsibility
alongside other
stakeholders.

~ tactics to victim experience,
~ to develop empathy and
critical thinking.

Current scam . Incident reporting
landscape Proactive and response
rotocols
Increase awareness measures th.rough P .
and alertness of the an effective Implement actionable
latest scam trends steps to report scams
and tactics in cyber scam and deploy a swift
Singapore using preparedness response to rr;inirgise
real-world examples. organisational an
i programme consumer impact.
Vulnerability \\
: g st . .
identification training Phishing aWateleT §
Equip staff with ) B 4
necessary skills to Tra'ln 'Staﬂ: to distinguish /
recognise and report phishing attempts
potential vulnerabilities through channels such 4
or suspicious activity in as emails, SMS, and
daily operations. phone calls.

Defend your business against scams
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