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Know and Rate your Cyber
Health Posture.

Today, your IT infrastructure not only supports your corporate needs but also your entire
ecosystem of business partners and customers, thereby increasing your exposure to cyber risks.
This heightens the need to measure, monitor and maintain your cyber health to guard against
potential risks from all fronts. Singtel’s Cyber Posture Rating and Benchmarking Programme
(CPRB) offers a quantitative, non-intrusive measurement of your outside-in security posture,

continuous visibility on your security performance, and actionable recommendations to protect
your IT infrastructure against all attacks.
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Cyber Posture Rating and Benchmarking

How is your Cyber Posture being Rated?

Singtel Cyber Posture Rating and
Benchmarking Programme (CPRB)
rates your organisation’s security
performance using high quality,
externally observable information on
security events such as botnet
infections, spam propagation and

malware infections, amongst others.
It also looks at how your organisation
exercises due diligence in ensuring
your public-facing assets such as SPF
domains, DKIM records, TLS/SSL
certificates and the likes are securely
configured.

This allows your organisation to
quantify cyber risk, measure the
success of your overall security
programme, and benchmark your
performance against industry peers.

Outside-in Approach Leveraging Terabytes of Global Data

e Companies are rated on a scale of 250-900 - high rating indicates strong security performance and low security risks.

* Analyses, rates, and monitors companies’ security performance, all from the outside.

e Daily ratings and alerts via the Service Portal provide continuous visibility.
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Assess the Cyber Risk of Third Party Vendors
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CPRB allows an organisation to assess security risks pertaining to outsourcing by providing a quantifiable measurement of

your third party vendors’ security posture.

 Cyber Posture Ratings for third
party management enables
organisations to identify, quantify
and mitigate the risk associated
with sharing sensitive data with
business partners.

* This automated service analyses,
rates and monitors the security
performance of third parties daily,

all from the outside of the company.
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Features

® An operational framework that provides guidance on the necessary people, process and technology to address the
outside-in security findings

e 12-month access to the Service Portal
® 6 monthly reviews to refine operational framework

e Expert advice and recommendations to address threats and protect assets

Benefits

Continuous visibility on a company’s outside-in Cost-effective way to reduce risk
security performance

Remediate security issues based on accurate Manage third party risks

information

Underwrite cyber insurance
Competitive benchmarking on security

performance

@ Align risks levels with business objective




About Singtel

Singtel is Asia's leading communications group providing a portfolio of services including voice
and data solutions over fixed, wireless and Internet platforms as well as infocomm technology
and pay TV. The Group has presence in Asia, Australia and Africa with over 550 million mobile

customers in 25 countries, including Bangladesh, India, Indonesia, the Philippines and Thailand.

It also has a vast network of offices throughout Asia Pacific, Europe and the United States.

Awards

Asia Business Continuity Awards NetworkWorld Asia - Information Management Award
NCS - Business Continuity Provider of the Year Security-as-a-Service (2012-2015)

(2008, 2009, 2011 - 2014) Disaster Recovery & Business Continuity (2014, 2015)
Computerworld Readers Choice Awards 2014 NetworkWorld Asia - Readers’ Choice Award
Managed Connectivity (2006 - 2015) Managed Security Services (2014, 2015)

Data Centre and Hosting (2007, 2009 - 2014) Managed Infrastructure Services (2012 - 2015)

For more information www.singtel.com/security @ Contact your Account Manager
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